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Abstract

Laser Speckle Authentication (LSA) has been widely
studied, yet the impact of the optical system size on its
robustness against object misalignment remains under-
explored. To clarify this, we evaluated the effects of
perpendicular and parallel misalignments using sixz op-
tical systems combining lens-based and lensless configu-
rations. Our findings reveal that lens-based systems ex-
hibit superior robustness against misalignment although
they require a larger system size. This research provides
insights for developing compact, robust authentication
systems under practical size constraints.

1 Introduction

In modern manufacturing, confirming the authen-
ticity of products and preventing the distribution of
counterfeit goods is important. Traditionally, authen-
tication using identifiers such as barcodes and QR-
codes has been performed; however, these methods
carry risks of tampering and replication. Consequently,
artificial metrics technologies, which utilize the physi-
cal characteristics generated during the manufacturing
process, have attracted attention [1-3]. One of them
is a Laser Speckle Authentication (LSA) which identi-
fies and authenticates individual objects by using the
speckle pattern observed when laser light is irradiated
onto the object surface. While it offers high identifi-
cation accuracy without label attachment, the speckle
pattern is sensitive to imaging conditions and object
misalignment, which poses challenges regarding practi-
cal robustness. Although several studies on LSA have
been conducted [4-7], discussion is still insufficient re-
garding the influence of the presence or absence of a
lens, as well as the optical system size, on the robust-
ness against object misalignment.

In this study, aiming to clarify the influence of the
optical system size on the robustness of LSA, we eval-
uated the changes in speckle patterns when an object
was moved in both perpendicular and parallel trans-
lations relative to the optical axis using six types of
optical systems combining lens-based and lensless con-
figurations. As a result, it was confirmed that lens-
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Figure 1: Definition of the optical system size

based optical systems exhibit high robustness against
object misalignment at the expense of an increased sys-
tem size, and that translation in the perpendicular di-
rection relative to the optical axis has minimal impact
with respect to the distance between the sensor and the
object. The findings of this study provide guidelines
for the design of optical systems toward the practical
implementation of LSA.

2 Design of Optical Systems for LSA

Laser speckles are random granular patterns that
occur when coherent light irradiated a rough surface,
and their size depends on the parameters of the optical
system [8]. This section examines the relationship be-
tween speckle size, image sensor sampling, and system
dimensions in lensless and lens-based optical systems.

In its most elementary form, an LSA setup requires
only a coherent laser source, the target object to be
authenticated, and an image sensor (Fig. 1(a)). In this
study, the system size L is defined as the distance from
the target object to the image plane in a lensless op-
tical system(Fig. 1(a)), and as the sum of the working
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Figure 3: Relationship between system size and aver-
age speckle size

distance W and the focal length f in a lens-based opti-
cal system (Fig. 1(b)). Additionally, treating the lens
as a Fourier transform lens, we place the target object
at the focal distance.

The maximum number of objects that can be au-
thenticated depends on speckle pattern coarseness.
The minimum speckle size Sy, is given by

g . AL (Lensless optical system) (1)
e % (Lens-based optical system)

where A is the laser wavelength, L is the distance
from the target object to the image plane, « is the
beam diameter, and S is the divergence angle from the
pupil plane. The average speckle size, considering the
Rayleigh criterion, is

Save = 1.22 Spnin. (2)

Based on the sampling theorem, the relationship be-
tween the speckle size observed on the image plane and
the pixel size Lk of the image sensor is given by

Savr > 2 L. (3)

3 Hardware Implementation

We target an optical system in which a laser beam is
irradiated onto the target object and the image sensor
is parallel to the object plane as shown in Fig. 2. The
light source is a semiconductor laser (THORLABS,
PL202), and a beam expander is used to adjust the
beam diameter to 12mm. A coaxial system is con-
structed with a mirror and a beam splitter (THOR-
LABS, CCM1-E02/M and CCM1-PBS251/M). A cam-
era (FLIR, GS3-U3-28S5M-C; pixel size: 4.54pm, reso-
lution: 1,920x1,440) and a screen (THORLABS, EDU-
VS1) as the target object are used.

In this study, we evaluated six optical configura-
tions. These consisted of three lensless systems (L1 to
Ly3) and three lens-based systems (Lj; to Lj3). Each
configuration was designed so that its average speckle
size would be equal to, larger than, or smaller than the
value given by Eq. 3. The lens-based systems L;; to
L;3 employed plano-convex lenses with a diameter of
25.4mm and focal lengths f=200, 300, 500mm (THO-
LABS, LB1945, LB1779, LB1869), corresponding to
ideal average speckle sizes of 6.10, 9.15, 15.25um, re-
spectively. Because the number of objects that can
be authenticated is limited by speckle coarseness, we
configured the lensless systems to match the average
speckle size of lens-based systems. Fig. 3 shows that
obtaining the same speckle size requires a larger overall
system length in the lens-based case. This difference
arises because, according to Egs. (1) and (2), speckle
size in lensless systems depends on beam diameter and
propagation distance, whereas in lens-based systems
it is governed by lens aperture. The propagation dis-
tance of the lensless setups was therefore adjusted to
compensate for the limited choice of commercial lenses.

4 Experiments and Evaluation

In this experiment, the laser beam was irradiated
onto two distinct points on the screen, and different
speckle patterns were observed. These two points were
spaced sufficiently apart such that, even for the same
product, completely different speckle patterns could
be observed depending on the position of irradiation.
Therefore, they are regarded as two different objects,
referred to as object A and B, respectively.

Figure 4: Screen as a target object and the speckle
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Figure 5: Lensless — Correlation Matrix under Perpendicular Displacement

10

H\ i

0.0
00 50 100 150 200 50 100 150 20.0
[ObjA] [ObjB] [ObjA]
Displacement (mm)

Displacement (mm)
correlation
Displacement (mm)

(a) Lens-based Optical System(L;;)

10
0.8
0.6
0.4
0.2
0.

00 50 100 150 200 50 100 150 20.0

Displacement (mm)

(b) Lens-based Optical System(L;2)

correlation
Displacement (mm)
correlation

10
08
06
04
02
o

00 50 100 150 200 50 100 150 200
[ObjB] [ObjA] [ObjB]
Displacement (mm)

(c) Lens-based Optical System(L;3)

Figure 6: Lens-based — Correlation Matrix under Perpendicular Displacement

The screen was translated relative to the optical
axis in both perpendicular and parallel directions in
steps of 0.5mm over a range of +10mm to evaluate
the robustness of the authentication. As a result, 21
speckle images were acquired for each object and 42
images in total. For each speckle image, a query image
was generated by cropping a 1,024x1,024 pixels from
the center of the image. In addition, template images
were sequentially generated by cropping 256256 pix-
els. For all pairs of template and query images from
the 42 speckle images, we computed the normalized
cross-correlation using template matching. An exam-
ple speckle image from system Ly is shown in Fig. 4.

The results are visualized as a four-panel correla-
tion matrix (Fig. 5-8) showing template—observed im-
age correlations for two objects. The top-left panel
shows correlations between object-A’s template and
its observed images, while the top-right shows correla-
tions with object-B’s observed images. The bottom-left
panel shows correlations between object-B’s template
and object-A’s observed images, while the bottom-right
shows correlations with its own observed images.

The distribution of correlation values was evaluated
between images of the same object and between images
of different objects. The correlation values were eval-
uated on a scale from 0.0 to 1.0. If the distributions
for the same and different objects are completely sepa-

rated, setting a threshold allows for error-free individ-
ual identification. Furthermore, wide diagonal bands
in the correlation matrix indicate high robustness to
misalignment, whereas narrow diagonal bands indicate
low robustness.

4.1 Robustness against Perpendicular Transla-
tion

The results of translating the screen in the perpen-
dicular direction for each optical system are shown in
Fig. 5 and Fig. 6.

The optical systems Ly; to Lys exhibited similar ro-
bustness, consistently around 3.5mm. This suggests
that, in lensless optical systems, the system size L
has little effect on robustness against perpendicular
translation. Similarly, all lens-based systems L;; to
L;3 demonstrated consistent robustness against per-
pendicular translation, independent of the system size
L. However, compared to lensless optical systems, the
lens-based systems demonstrated higher robustness, as
identification was possible even with a displacement of
approximately 10mm.

4.2 Robustness against Parallel Translation

For the lensless optical systems, the results obtained
by translating the screen in the parallel direction are
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Figure 7: Lensless — Correlation Matrix under Parallel Displacement
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Figure 8: Lens-based — Correlation Matrix under Parallel Displacement

shown in Fig. 7. Unlike the case for perpendicular
translation, in optical systems L¢y and Ly the diago-
nal elements of the correlation matrix are very narrow,
indicating low robustness. However, in optical system
L¢3, a robustness of 2.5bmm was observed, suggesting
that increasing the system size can improve robustness.
Overall, the lensless optical systems exhibit lower ro-
bustness against parallel translation compared to per-
pendicular translation.

Figure 8 shows the results for the lens-based optical
systems. In all systems, high correlation values are ob-
served in the upper left and lower right regions of the
correlation matrix, indicating that the screen can be
correctly identified even with a displacement of 20mm.
Furthermore, the correlation values computed within
the same object increase in the order f;, < fi, < fi,,
demonstrating that increasing the system size and us-
ing a lens with a longer focal length enhances the sta-
bility.

5 Conclusion

In this study, the optimal optical system for LSA
was analyzed from the viewpoints of system size and
the robustness against object misalignment. It was
shown that high robustness against object misalign-
ment can be achieved by ensuring a sufficient system

size and employing a lens-based optical system with a
long focal length. Although there was no significant dif-
ference in the robustness against perpendicular trans-
lation between lens-based and lensless optical systems
with respect to system size, the lens-based optical sys-
tems demonstrated higher robustness. Thus, when size
is unconstrained and stable authentication is required,
a lens-based system is recommended.

While lensless optical systems can be made more
compact when considering the same average speckle
size, their robustness against object misalignment is
lower than that of lens-based systems. However, lens-
less systems can also be a viable option in cases where
system size is highly constrained and the misalign-
ment is small. For example, a tolerance of approxi-
mately 2.5mm in the parallel direction and approxi-
mately 3.5mm in the perpendicular direction can be
achieved when the system size L=236mm is allowed.

In this study, we used a template matching tech-
nique, further improvements in correlation algorithms
and exploration of alternative matching techniques
should enhance LSA’s robustness and practical appli-
cability. Moreover, this study only considered transla-
tional and axial misalignment, however rotational and
tilt misalignment also impact robustness and should be
analyzed and mitigated for practical applications.
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